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ABSTRACT 

  

Background: The banking sector is vital to every economy as it provides the necessary finance for all economic activities. 

However, it faces significant threats from cyber criminals. Objectives: The article aims to explore the nature and 

prevalence of electronic banking fraud and proposes practical solutions to mitigate it in South Africa. To combat 

electronic banking fraud and improve transparency and accountability in South Africa, it is crucial to understand the 

nature and prevalence of such fraud. This knowledge is vital for creating effective anti-fraud solutions. 

Methods/Approach: The study employed qualitative methods, including interviews with fifteen participants from the 

management of risk departments in five South African banks. It applied thematic analysis with Maxqda 24 software to 

identify patterns, generate codes, and categorise them. Key themes and concepts were supported by direct quotations. 

Results: Electronic banking fraud in South Africa is on the rise despite significant investments in security measures by 

banks. To effectively combat it and protect depositors’ funds and assets, banks need to adopt modern technological 

solutions, particularly those utilising machine learning. Conclusions: Fraud poses major risks to the banking sector, 

requiring comprehensive strategies that incorporate advanced technologies and strong risk management. By proactively 

using machine learning algorithms, banks can improve fraud detection and prevention, ensuring secure and trustworthy 

digital transactions. The study reveals the nature and prevalence of electronic banking fraud in South Africa. Additionally, 

it suggests implementing proactive and robust mitigation strategies, leveraging machine learning algorithms, to 

effectively combat e-banking fraud and enhance the accountability of South African banks. 
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INTRODUCTION  

Accountability and transparency are critical for fostering trust and sustainable practices in the business and 

economic sectors (Burritt & Schaltegger, 2010), particularly in banking, where accurate information is 

essential for stakeholder confidence (Armstrong, 2005). However, in South Africa’s banking industry, the rise 

of e-banking fraud has increasingly threatened these principles. In fact, the convenience brought by 

technological advancements has come with heightened security risks (Airehrour, Vasudevan Nair & 

Madanian, 2018), creating a complex landscape in which both sophisticated and basic fraud schemes thrive 

(Ling & Lu, 2020). 
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E-banking fraud encompasses a range of fraudulent activities using digital platforms, mobile devices, credit 

and debit card, and point of sale machines (Akinbowale, Klingelhöfer & Zerihun, 2024). This problem is 

aggravated by inadequate security measures, including poor authentication protocols and internal control 

failures (Usman & Shah, 2013). In response, some banks opt to conceal fraud incidents and their financial 

impact, undermining their accountability and transparency (Elumaro & Obamuy, 2018; Dzomira, 2016), which 

damages trust and leaves them susceptible to further fraud. As e-banking services continue to evolve, 

understanding the complexities of e-banking fraud is essential for banks and policymakers to effectively 

mitigate risks and protect the financial ecosystem (Zahra, Rasheed, & Ghani, 2018). 

Despite significant technological advancements and the implementation of various fraud prevention 

measures, South African banks continue to face serious challenges from e-banking fraud (Von Solms, 2015; 

Pillay, Ntuli & Ehiane, 2023). The complexity of digital transactions, combined with the anonymity of online 

platforms, creates ideal conditions for fraudsters to exploit weaknesses in banking systems. These activities 

cause not only financial losses, but also significant reputational damage to banks and their customers (Njanike 

et al., 2011). 

Although global research emphasises the importance of fraud risk management (Zahra, Rasheed, & Ghani, 

2018), there is a notable gap in literature specifically addressing the South African context, where unique 

socio-economic conditions and increasing digitalisation present distinct challenges. To respond to this, this 

paper aims to examine the nature and prevalence of e-banking fraud in South African banks through qualitative 

analysis, focusing on the drivers of fraud and weaknesses in current security measures. It further intends to 

propose strategies to improve fraud management, including adopting advanced technologies like ML and 

enhancing customer education to reduce vulnerability to fraud (Harrell & Higgins, 2019). 

The paper addresses a critical gap in the literature on e-banking fraud in South Africa, a context that poses 

unique challenges due to its rapid digital banking growth and socio-economic diversity. While global research 

on e-banking fraud is substantial, limited studies focus on how various types, such as phishing, smishing, 

skimming, and malware attacks, manifest within South Africa’s banking sector and how banks manage these 

threats. The paper also explores how South African banks can strengthen their fraud management frameworks 

by leveraging advanced technologies like Machine Learning (ML) and Artificial Intelligence (AI) to detect 

transaction anomalies, balancing security and usability to avoid customer dissatisfaction or increased fraud 

risk.  

Additionally, the current paper highlights the need for enhancing internal controls and infrastructure to 

support the ML and AI technologies without creating new vulnerabilities. By improving banks' understanding 

of e-banking fraud, this paper empowers them to adopt more proactive and comprehensive fraud prevention 

strategies, while also emphasising the importance of customer education in mitigating risks. Ultimately, it 

provides valuable insights for banks and policymakers to develop more effective fraud management 

approaches that enhance trust, transparency, and accountability in the sector. 
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The paper begins by providing an overview of the South African banking sector, outlining its structure and 

regulation. This is followed by a review of theoretical literature, including the Fraud Triangle and 

Technological Determinism Theories. Subsequently, the paper: examines empirical literature on matters such 

as accountability, ML, and cybercrime; provides the research methodology, detailing the approach and 

techniques used for analysis; and lastly, presents and discusses the results, leading to conclusions that offer 

insights and recommendations for improving fraud management in South African banks.  

Overview of the South African banking sector  

The South African banking system has evolved significantly over the past century, reflecting its historical 

roots in British banking practices. Initially shaped by the establishment of the London South African Bank in 

1861 and the Standard Bank of British South Africa in 1862, the sector has experienced substantial growth 

driven by deregulation and technological advancements (Henry, 1963). By the late 20th and early 21st 

centuries, the banking sector in South Africa had expanded significantly, fuelled by technological innovations 

and economic reforms (Jones, 2006; Rapanyane & Sethole, 2020). 

Regulation of the South African banking sector falls under several key bodies including the South African 

Reserve Bank (SARB), the Financial Services Board (FSB), the National Credit Regulator (NCR), and the 

Johannesburg Stock Exchange (JSE) (Accenture, 2019). The SARB, established in 1921, has undergone 

multiple reforms, transitioning from maintaining the gold standard to focusing on financial and price stability 

(SARB, 2021; Mlambo & Ncube, 2011). The sector is notably advanced compared to other African countries 

(Adjasi & Yu, 2021), with substantial market capitalisation and revenue growth. As of 2014, the market 

capitalisation of South African banks reached approximately R5 trillion (Du Toit & Cuba, 2018). The banking 

landscape is dominated by four major banks, namely First National Bank, Standard Bank, Absa Group, and 

Nedbank, accounting for 85% of total bank assets (Du Toit & Cuba, 2018; Wanke et al., 2017). 

In recent years, there has been a marked increase in the adoption of technology and online banking services. 

As such, South African banks have embraced virtual banking, internet banking, and mobile banking, 

significantly enhancing efficiency and customer experience (Akinbowale, Klingelhöfer, & Zerihun, 2024; 

Louw & Nieuwenhuizen, 2019; SABRIC, 2022). However, concerns about security and fraud persist, with 

studies highlighting that trust in digital banking applications and perceived risks are major barriers to adoption, 

particularly among millennials (Eneeji et al., 2019; Akinbowale, Klingelhöfer, & Zerihun, 2023; Thusi & 

Maduku, 2019). The Covid-19 pandemic further accelerated the shift to digital platforms, underscoring the 

need for improved security measures to combat e-banking fraud (SABRIC, 2022). 

In general, while South African banks have adapted to technological and policy reforms since the 1990s, 

contributing significantly to the national GDP, they continue to face challenges from e-banking fraud. This 

necessitates the development of advanced technological solutions, such as ML frameworks, to enhance fraud 

prevention and ensure the continued robustness of the sector (Ahmad et al., 2021; Louw & Nieuwenhuizen, 

2019). 

LITERATURE REVIEW 
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This section provides a review of both theoretical and empirical literature related to e-banking fraud, focusing 

on the interaction of technological developments and fraud prevention measures. It outlines the foundational 

theories that underpin the study and examines previous research on the role of banks in ensuring transparency, 

accountability, and cybersecurity in the face of increasing technological sophistication and fraud risks.   

Theoretical literature 

This paper is theoretically grounded on the Fraud Triangle Theory (FTT) and the Technological Determinism 

Theory (TDT). Integration of the two theories offer a comprehensive understanding of e-banking fraud by 

addressing both technological and psychological dimensions. The FTT, which posits that fraud arises from a 

combination of perceived opportunity, pressure, and rationalisation (Cressey, 1953), helps elucidate the 

motivations behind fraudulent behaviour. In the e-banking context, technological vulnerabilities and 

inadequate controls create opportunities for fraud. Economic or personal pressures, such as socio-economic 

challenges, can drive individuals to commit fraud, while rationalisation allows perpetrators to justify their 

actions as acceptable or unlikely to be detected (Kula, Yilmaz, Kaynar & Kaymaz, 2011). 

On the other hand, TDT examines how technological advancements influence social and economic change 

(Dafoe, 2015). It highlights the dual role of technology in e-banking. While digital innovations enhance 

efficiency and accessibility, they also introduce new vulnerabilities that can be exploited by cybercriminals 

(Albrecht et al., 2006). Hard determinism views technology as an autonomous force driving change, whereas 

soft determinism acknowledges the interaction between technology and human agency (Smith & Marx, 1994), 

suggesting that technological impacts are shaped by societal contexts and human choices. 

Together, these theories provide a more refined perspective on e-banking fraud. Technological 

advancements create new opportunities for fraud by exposing vulnerabilities in digital systems, while socio-

economic pressures influenced by technological changes can exacerbate the likelihood of fraudulent 

behaviour. Additionally, as technology evolves, fraudsters may rationalise their actions by believing that 

sophisticated digital systems make detection less likely. To address these challenges, it is crucial to develop 

strategies that tackle both technological vulnerabilities and psychological factors. Financial institutions, 

therefore, should enhance internal controls and invest in robust cybersecurity measures, while also fostering 

an ethical corporate culture to reduce rationalisation.  

Employing advanced technologies like ML for real-time fraud detection and addressing socio-economic 

pressures can create a more holistic approach to fraud prevention. By comprehending the dual role of 

technology and addressing both technological and psychological aspects of fraud, more effective strategies to 

mitigate and prevent fraudulent activities can be developed. 

Empirical literature 

Banks play a pivotal role in the economy by facilitating economic activities and safeguarding depositors’ 

funds, making transparency and accountability crucial to maintaining public trust (Gulyas & Kiss, 2023; 
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Bollard, Hunt & Hodgetts, 2011). By converting illiquid assets into transaction deposits, banks provide 

liquidity and contribute to economic stability, giving individuals and businesses nearly instant access to funds 

(Berger, Molyneux & Wilson, 2020). Central banks further rely on commercial banks to manage economic 

variables such as interest rates and credit, underscoring the importance of transparency and accountability to 

maintain a stable financial environment (Berger et al., 2020). 

Transparency acts as a mechanism for promoting accountability by helping the public understand how 

banking actions align with regulatory mandates and societal interests (Adrian, Shabsigh & Khan, 2020). 

Accountability involves holding banks responsible for their actions, as misconduct can damage their 

reputation, erode customer confidence, and result in a loss of market share (Bäckstrand, 2008; Florini, 2007; 

Grant & Keohane, 2005; Malini, 2021; Pillay et al., 2023). While technological advancements have improved 

service efficiency, they also present new vulnerabilities. In some cases, banks may conceal fraudulent activities 

to protect their reputations from damage caused by cyberattacks (Coleman et al., 2024; Njanike et al., 2011; 

Elumaro & Obamuy, 2018; Akinyomi, 2012). 

E-banking fraud encompasses various activities, such as phishing, identity theft, credit card fraud, and cyber 

money laundering, which exploit the complexity and anonymity of digital transactions (Harrell & Higgins, 

2019). Phishing and identity theft involve deceiving users or stealing personal information to conduct 

unauthorised transactions (Ali, Surendran & Thomas, 2017; Zahra et al., 2018). In addition, cybercriminals 

use malicious software to infiltrate banking systems, making detection difficult (Harrell & Higgins, 2019). The 

sophistication of cybercriminals often outpaces traditional fraud prevention methods, highlighting the need for 

advanced technologies like ML to enhance fraud detection (Ali et al, 2017). ML algorithms can process large 

volumes of data in real time, identify fraud patterns and anomalies, and adapt to new fraud tactics (Harrell & 

Higgins, 2019). A robust fraud management framework, which includes deterrence, prevention, detection, and 

response strategies, as well as collaboration between banks, regulators, and technology providers, is essential 

for effective fraud management (Harrell & Higgins, 2019). 

The rise of cybercrime, including hacking, identity theft, phishing, and cyber espionage, presents substantial 

threats to the financial sector, due to the high value of data and transactions involved (McGuire & Dowling, 

2013; Despotović, Parmaković & Miljković, 2023). Cybercriminals exploit system vulnerabilities to steal 

information, disrupt services, or extort money. In response, banks have increased their investment in 

cybersecurity measures, such as firewalls, encryption, and intrusion detection systems, to protect digital assets 

(Lestari et al., 2024). However, the ever-evolving nature of cyber threats requires proactive and adaptive 

security strategies, including regular risk assessments and employee training (Garba, Kaur & Ibrahim, 2023). 

Furthermore, international cooperation and regulatory frameworks are crucial for facilitating cross-

jurisdictional information sharing and coordination to combat cybercrime (Kumar, 2023). 

Machine learning has become a transformative technology in finance, enabling the analysis of large datasets 

to uncover patterns and make predictions (Singh et al., 2024). Financial institutions use ML for credit scoring, 

algorithmic trading, risk management, and fraud detection, which enhance decision-making and operational 
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efficiency (Jordan & Mitchell, 2015; Lokanan, 2024). ML models like neural networks and decision trees are 

instrumental in identifying suspicious transactions and detecting anomalies in real-time, making them valuable 

tools for combating financial crime (Brown, 2007). Despite this, challenges like data privacy, model 

interpretability, and the need for high-quality data persist (Goodfellow et al., 2016; Katsafados et al., 2024). 

While the banking sector significantly contribute to economic stability, the growing complexity of financial 

transactions and technological developments necessitate high levels of transparency, accountability, and the 

integration of advanced technologies like ML to address emerging challenges, such as e-banking fraud. Despite 

extensive global research on e-banking fraud, there is a notable gap in the literature regarding the specific 

manifestations of various types of fraud such as phishing, smishing, skimming, and malware attacks within 

the South African banking sector. Furthermore, few studies focus on how South African banks manage these 

distinct threats. This gap highlights the need for more localised research to understand the unique challenges 

faced by banks in South Africa. 

This paper seeks to address this gap by exploring the nature and prevalence of e-banking fraud in South 

Africa. This information can be subsequently used by South African banks to strengthen their fraud 

management frameworks using advanced technologies like ML and AI to detect transaction anomalies. By 

doing so, banks can enhance their ability to identify fraud in real-time while balancing security and usability, 

thus minimising customer dissatisfaction and avoiding increased fraud risk. This paper contributes to the 

existing literature by providing knowledge on the nature, prevalence, and structure of e-banking fraud in South 

Africa. It also offers insights into how South African banks can leverage ML technologies to better manage 

the evolving nature of cyber threats, a fundamental step toward strengthening their overall financial security. 

METHODOLOGY  

The study adopts a qualitative research methodology to explore the nature and prevalence of e-banking fraud 

in South Africa. Qualitative research provides a rich, detailed understanding of the complex issues surrounding 

e-banking fraud, capturing the complexities of stakeholder experiences and perspectives (Harrell & Higgins, 

2019). This approach is particularly valuable in contexts where quantitative data may not capture the full range 

of human behaviours and motivations. By focusing on qualitative methods, the study aims to gain deeper 

insights into the intricacies of e-banking fraud and identify effective strategies for prevention and management. 

The qualitative approach allows researchers to explore the subjective experiences of individuals and 

understand the contextual factors that influence fraudulent activities in the banking sector. Additionally, 

qualitative research facilitates the generation of hypotheses and theories that can be tested in future quantitative 

studies, thereby contributing to a more comprehensive understanding of the phenomenon.  

Interviews with fifteen Chief Risk Officers or the head of the banks’ risk department were held. A purposive 

sampling strategy was adopted to select participants with extensive experience in e-banking and fraud 

management. This approach ensured that the data collected was relevant and insightful, capturing the 

experiences of those directly involved in combating e-banking fraud (Njanike et al., 2011). The data was 
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analysed using thematic analysis to identify recurring patterns and themes related to fraud dynamics and 

prevention strategies. The interview transcripts were imported in MAXQDA 24 software to extract important 

themes.  The analysis also included cross-case comparisons to identify similarities and differences in fraud 

nature and prevalence together with the management practices across different banks, contributing to an 

enhanced understanding of e-banking fraud. The findings were validated through member checks, where 

participants were asked to review the results and provide feedback, ensuring the accuracy and credibility of 

the analysis.   

The study adhered to ethical guidelines, ensuring that participants’ confidentiality was maintained, and that 

informed consent was obtained prior to data collection. Ethical considerations were paramount to ensure the 

integrity of the research process and the protection of participants rights (Lu & Phanlukthao, 2024). 

Participants were informed about the study’s objectives, procedures, and potential risks, and were assured that 

their responses would remain confidential. Pseudonyms were assigned to the banks from which information 

was gathered to enhance the confidentiality of the responses. Furthermore, the study was granted ethical 

clearance, under reference SAREC20221018/04, by the University of Johannesburg’s School of Accounting 

Research Ethics Committee (SAREC), which conducted a thorough review of the research protocol to ensure 

adherence to ethical standards. 

RESULTS AND DISCUSSION  

E-banking fraud in South Africa poses a significant challenge due to the sophistication of criminal tactics and 

the rapid advancement of technology. While financial institutions and regulators are making strides in 

combating these issues, continuous efforts in enhancing security through the adoption of advanced 

technological tools like ML algorithms, educating consumers, and strengthening regulations are crucial in 

mitigating the risks associated with e-banking fraud. The following themes (see Table 1) emerged from the 

study. 

Table 1. Themes that emerged from the study 

Theme       Items 

Common types of e-banking fraud  

 Social engineering attacks (e.g., phishing, vishing, smishing, 

pharming etc.)  

 Card fraud 

 Advance fee fraud 

 ATM fraud 

 Hacking through malware and trojans 

 Identity theft 

 Denial of service 

 Man-in-the-middle 

Contributing Factors 
 Technological advancements 

 Lack of education and awareness 

 Pressure on financial institutions 

https://journal.access-bg.org/
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 Economic factors 

 Inadequate cyber regulations 

 Corruption and bribery 

Combating E-banking Fraud 

 Strengthening internal controls 

 Proactive approach to cybersecurity measures 

 Investing in data mining & ML technologies  

 Integrating ML with the principles of COSO 2013 and 

ISO31000:2018 risk management frameworks. 

 Employee and customer education 

 Societal empowerment programs 

 Clear protocols for handling e-banking frauds cases 

 Automation of the judiciary services 

 Collaboration and information sharing 

 Specialised training for law enforcement agencies 

 Employment and upward remuneration review of fraud 

experts and investigators 

 Radical approach to weed out corruption in the judiciary 

system 

 Collective fraud information database 

 Strict laws and regulations 

 Continuous review of regulations 

Source: Authors own table 

 

The presentation and discussion of the findings obtained under each theme as well as strategies for 

combatting e-banking fraud follows in the ensuing sections. 

Nature of e-banking fraud in South Africa  

E-banking fraud in South Africa has been on the rise, with fraudsters employing various sophisticated 

methods to exploit vulnerabilities in E-banking systems. Common types of E-banking fraud include social 

engineering attacks like phishing, where fraudsters use emails or messages that mimic legitimate banking 

communication to trick customers into providing personal information, such as login credentials. Subscriber 

Identity Module (SIM) swapping is another method where criminals duplicate a victim’s SIM card to gain 

control of their phone number, allowing them to intercept banking verification messages. Malware and trojans 

are malicious software programs that infect user’s devices to capture sensitive information or gain unauthorised 

access to banking accounts. Identity theft involves fraudsters stealing personal information to impersonate 

individuals and access their bank accounts. Advance fee fraud occurs when fraudsters deceive victims into 

believing they have won a prize and then require them to send a specific amount of money to claim it.  Denial 

of service attack is when the attacker overloads the victim’s website with requests to disrupt its connectivity 

or network. A man-in-the-middle attack occurs when a fraudster intercepts communication between a bank 

and its client, subsequently masquerading as a legitimate party to defraud either the bank or the customer. 

Although more traditional, card skimming is still used to capture card information for unauthorised 

transactions.  
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Factors contributing to the prevalence of e-banking fraud  

Several factors contribute to the prevalence of e-banking fraud in South Africa. Technological 

advancements, while enhancing banking services, also provide new opportunities for fraudsters to exploit 

vulnerabilities. Cyber criminals are capitalising on the capabilities of new technologies to devise complex tools 

to trick bank customers and employees to provide confidential information. Many consumers are not fully 

aware of the security risks associated with e-banking, making them easy targets for fraud. The need for banks 

to offer convenient and fast services sometimes leads to insufficient security measures. 

Additionally, high unemployment and economic pressures may compel individuals to engage in fraudulent 

activities. E-banking fraud significantly impacts both financial institutions and consumers. The scarcity of 

fraud investigation experts within banks, as well as in law enforcement agencies, has been cited as a 

contributing factor to the rise in e-banking fraud within the South African banking sector, as it hampers the 

swift apprehension of offenders. Moreover, inadequate oversight by senior management regarding internal 

controls, coupled with regulatory deficiencies, were identified as key factors leading to an increase in e-

banking fraud. Issues of bribery and corruption within the judiciary services were also noted as obstacles to 

the effective handling of e-banking fraud cases in the South African economy. Respondents raised concerns 

about the costs associated with modern technological solutions and emphasised the need for defenses tailored 

to the South African banking sector. Additionally, the lack of budget prioritisation for e-banking fraud defenses 

was indicated as a reason for the surge in e-banking fraud cases within the banking sector. 

Financial losses affect both consumers and banks, with banks often bearing the cost of reimbursing 

customers for unauthorised transactions. Repeated incidents of fraud can damage the reputation of financial 

institutions and erode customer trust. Therefore, banks need to invest heavily in security technologies and 

protocols to protect their systems and customers. E-banking fraud in South Africa poses a significant challenge 

due to the sophistication of criminal tactics and the rapid advancement of technology. According to 79% of 

the respondents, the current banking systems exhibit vulnerabilities in detecting and preventing fraudulent 

transactions, contributing to the prevalence of e-banking fraud in South Africa. Although financial institutions 

and regulators have made progress in addressing these issues, ongoing efforts to enhance security measures, 

educate consumers, and fortify regulations remain essential in reducing the risks associated with e-banking 

fraud. Furthermore, literature corroborates that banks often struggle to keep up with regulatory requirements 

while addressing evolving cyber threats (Harrell & Higgins, 2019). 

Prevalence of e-banking fraud  

The findings reveal that e-banking fraud is highly prevalent in South Africa, with significant financial and 

non-financial impacts on banks and customers. Respondent C had to say this:  

“It is true that e-banking frauds are of great concern and threatening both ourselves and our clients. In this 

regard, the top frauds in their order of prevalence are as follows, Phishing, Vishing, Smishing, Pharming; 

Advance fee fraud, Payment card fraud; Identity theft; ATM fraud; Hacking and Malware attacks, Denial of 

services attacks motivated by ransom and man-in-the-middle attacks”. 
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All the respondents concurred that e-banking fraud is the greatest challenge threatening the banking sector. 

This is in line with prior research which agrees that technological advancements, while offering benefits, also 

create new vulnerabilities that fraudsters can exploit (Zahra et al., 2018). Many banks lack robust internal 

controls to effectively monitor and respond to fraudulent activities. This deficiency is often due to resource 

constraints and a lack of investment in advanced technologies (Njanike et al., 2011). Customers’ lack of 

awareness regarding e-banking security measures makes them susceptible to fraud. The study established that 

most e-banking users do not take basic precautions, such as using strong passwords or enabling multi-factor 

authentication (Ling & Lu, 2020).  

Explicitly, respondents identified social engineering attacks as the most critical factor contributing to the 

high incidence of e-banking fraud in South Africa. Airehrour et al. (2018) supported this finding by 

highlighting that social engineering attacks represent the most perilous forms of contemporary security and 

privacy breaches. This is attributed to their technical design, which psychologically manipulates victims into 

divulging confidential information or authorising illicit transactions. Furthermore, advance fee fraud and 

payment card fraud were identified as other prevalent forms of e-banking fraud plaguing the South African 

banking sector. Also, ATM fraud, hacking, malware attacks, denial of service, and man-in-the-middle attacks 

were cited as significant e-banking security challenges in South Africa. 

Combating e-banking fraud  

The persistent prevalence of e-banking fraud in South Africa underscores the need for a paradigm shift in 

its management. Therefore, banks must adopt a proactive approach that leverages advanced technologies such 

as ML to enhance fraud detection and response capabilities (Ling & Lu, 2020). In fact, banks should invest in 

ML systems to improve the accuracy and efficiency of fraud prevention, detection and reporting. As mentioned 

by participant Z: 

“We have a designated fraud section which deals with all reports and complaints from clients. We also 

have a dedicated hotline and email address for fraud reports”.   

Contemporary technologies are pivotal in identifying and responding to threats instantaneously, thereby 

mitigating the repercussions of fraudulent activities. As Harrell and Higgins (2019) noted, real-time threat 

management is essential. Effective e-banking fraud management necessitates a collaborative effort among 

banks, academia, anti-fraud organisations, law enforcement and civic organisations, regulatory bodies, and 

technology providers. Such partnerships are instrumental in crafting comprehensive frameworks that adeptly 

navigate the ever-changing landscape of cyber threats, as Zahra et al. (2018) have highlighted. Banks must 

place a premium on customer education, fostering awareness of e-banking security protocols and endorsing 

the implementation of optimal fraud management frameworks and practices. Ling and Lu (2020) have 

underscored the importance of customer engagement and knowledge in reducing susceptibility to fraud. E-

banking fraud management strategies ought to be dynamic, encompassing the continuous monitoring of 

security measures and controls, as well as the adaptation to novel threats and the sophisticated tactics employed 

by cybercriminals. 
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South African banks are compelled to adopt robust fraud prevention and detection mechanisms, leveraging 

cutting-edge technological tools such as ML to address fraud in real-time. More so, banks were encouraged to 

embrace the principles outlined by robust frameworks such as the COSO 2013 Integrated Internal Control 

Framework and the ISO 31000:2018 Risk Management Framework. Consequently, these initiatives resonate 

with the establishment of well-organised risk management departments characterised by transparent 

communication channels and explicit procedures for managing all instances of fraud. Additionally, adequate 

funding for fraud prevention initiatives is imperative to thwart e-banking fraud effectively. Moreover, all 

incidents of e-banking fraud must be meticulously documented and investigated, with subsequent actions taken 

against the offenders. This approach necessitates sustained investment in research and development to remain 

at the forefront of emerging trends, as observed by Njanike et al. (2011). The study further revealed that banks 

have specialised fraud divisions tasked with addressing reports and grievances from clients. These measures 

are bolstered by the deployment of security personnel, CCTV surveillance, toll-free hotlines, email 

correspondence, electronic chart boards, fraud warranties, and whistleblower programs. This aligns with 

Hardika’s (2021) assertion that the implementation of a robust whistleblower policy within an organisation 

significantly curtails fraudulent activities. 

CONCLUSION AND RECOMMENDATIONS 

To address the challenge of e-banking fraud, several strategies are being implemented. Banks are adopting 

advanced security technologies, such as multi-factor authentication, biometric verification, and encryption. 

On the other hand, the South African Reserve Bank and other regulatory bodies are enforcing stricter 

compliance requirements to ensure banks maintain robust security standards. However, despite these efforts, 

findings of the current study confirm that e-banking fraud incidents are increasing day-by-day in the South 

African banking sector. Phishing, vishing, smishing, pharming, advance fee fraud, payment card fraud, identity 

theft, ATM fraud, hacking and malware attacks, denial of services, and man-in-the-middle attacks were found 

to be the most common frauds terrorising the South African banking sector. This revelation underscores the 

need for a clear understanding of the nature and prevalence of e-banking fraud and methods which can be used 

to effectively arrest it.  

The current study suggests that it is prudent for South African financial institutions to educate customers 

and bank employees about potential e-banking fraud risks and safe banking practices. Additionally, banks need 

to collaborate with each other, law enforcement agencies and other stakeholders to share information about 

fraud patterns and jointly combat cybercrime. More so, this study highlights the critical need for innovative 

solutions to combat e-banking fraud in South Africa. The prevalence of fraud poses significant risks to the 

banking sector, necessitating comprehensive strategies that integrate advanced technologies and robust risk 

management frameworks (Ling & Lu, 2020).  

By adopting a proactive approach and leveraging ML capabilities, banks can enhance their fraud detection 

and prevention efforts, ensuring the security and integrity of digital transactions. This will go a long way in 
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improving the accountability and transparency for banks in executing their key roles in an economy. This 

qualitative study, however, suffers from the following limitations: first, the study focused on E-banking fraud 

with the main thrust on external fraudsters in the South African banking sector. Thus, different results might 

have been achieved if the study had included all types of fraud that can take place in the banking sector or if 

the study combined both internal and external E-banking fraudsters, especially in relation to rationalisation as 

a driving factor to the commission of E-banking fraud; second, by concentrating on a specific group of 

stakeholders, important perspectives from regulators or customers were excluded, which could have enriched 

the analysis; and lastly, the cross-sectional nature of the study, coupled with the subjective nature of qualitative 

research, poses challenges in capturing trends over time and minimising researcher bias in data interpretation. 

Future research should focus on developing and testing ML frameworks specifically tailored to the needs 

of the South African banking sector, emphasising adaptability and resilience in response to evolving cyber 

threats. Expanding the sample size and including a wider range of stakeholders, such as regulators and 

customers, could provide a more comprehensive understanding of e-banking fraud. Additionally, exploring 

the role of AI and blockchain technology in enhancing e-banking security would offer valuable insights for the 

industry (Harrell & Higgins, 2019). Conducting similar studies in different regions, coupled with longitudinal 

research and triangulating various data sources, could further improve the generalisability and validity of the 

findings, while revealing trends over time and contributing to a more holistic view of emerging technological 

solutions to combat e-banking fraud. 
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