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ABSTRACT 

  

As cybersecurity threats intensify, understanding the organizational drivers of information leakage has become a critical 

priority, especially in the context of Japanese enterprises where structural and technological legacies often persist. This 

study provides empirical insight into how corporate attributes shape data leakage risks, particularly focusing on email-

related incidents that pose significant reputational and financial consequences. 

Objectives: The objective of this study is to examine how specific organizational characteristics—such as the number of 

affiliated sites, site density, presence of legacy systems, and employee-induced leakage frequency—influence the risk of 

information leakage in Japanese firms operating in an increasingly digitized environment.  

Methods/Approach: The study uses a dataset of 399 Japanese enterprises collected from both public databases and 

private sources. Multiple regression analysis is employed to evaluate the impact of these attributes on the frequency of 

email leakage incidents, allowing for quantifiable insights into structural vulnerabilities and organizational exposure. 

Results: The findings show that firms with a higher number of affiliated sites are more susceptible to data leaks, whereas 

those with denser site distributions experience lower risks. The presence of legacy systems, especially in older firms, 

significantly increases vulnerability. Furthermore, a higher frequency of employee-induced incidents highlights gaps in 

internal governance and employee awareness.  

Conclusions: Information leakage risks are strongly influenced by structural and organizational factors rather than being 

random occurrences. These results underscore the importance of tailoring cybersecurity strategies to firm-specific 

attributes. The study offers a novel contribution by empirically linking corporate structure to data security outcomes, 

bridging strategic management and cybersecurity as an emerging interdisciplinary challenge in the digital era. 
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INTRODUCTION  

In recent years, information leakage has emerged as a critical business risk for Japanese enterprises. According 

to a 2023 survey by Tokyo Shoko Research, the number of leaked personal information records reached 

approximately 40.9 million, a sevenfold increase compared to the previous year. These breaches often involve 

highly sensitive data such as names, addresses, email addresses, and account IDs, resulting in substantial 

reputational damage and financial losses for the affected companies. These incidents are attributed to diverse 

https://journal.access-bg.org/


 

ACCESS Journal:  

Access to Science, Business, Innovation in Digital Economy 

ISSN 2683-1007 (Online) 

2026, 7(1), 43-60, https://doi.org/10.46656/access.2026.7.1(3)  https://journal.access-bg.org/ 

 

44 
 

factors, including cyberattacks, employee misconduct, and system configuration errors, highlighting the 

challenges in personal information management and security measures among Japanese firms. 

The importance of information security varies depending on the size of the enterprise. Large corporations 

face complex challenges due to geographically dispersed operations across domestic and international 

locations, whereas small and medium-sized enterprises (SMEs) often lack the human and financial resources 

to implement even basic security measures. A 2022 report by the Small and Medium Enterprise Agency 

revealed that approximately 60% of SMEs had not adequately addressed security measures, citing human error 

and governance deficiencies as critical issues. 

Understanding the impact of corporate attributes, such as years in operation and the number of affiliated 

sites, on information leakage risks is crucial for addressing these security challenges. For instance, while older 

firms often rely on legacy systems that can introduce vulnerabilities, their established governance structures 

may help mitigate risks. Similarly, organizations with many sites may experience elevated risks due to the 

complexity of decentralized information management, whereas high site density can lead to more efficient 

resource allocation and strengthened governance. Analysing the interplay of these corporate attributes and their 

influence on information leakage risks is therefore of significant importance. 

This study empirically examines the impact of corporate attributes—such as the number of affiliated sites, 

site density, leakage rates associated with years in operation, and employee-driven leakage frequencies—on 

information leakage risks among Japanese enterprises. By doing so, the study aims to elucidate the nature of 

risks stemming from decentralized organizational structures and human factors and to propose a framework 

for managing information leakage risks that account for corporate attributes. 

Previous research has predominantly focused on technical aspects or industry-wide trends in assessing 

information leakage risks, with limited attention given to the specific impact of corporate attributes. This study 

addresses this research gap by providing novel insights that support the development of sustainable competitive 

advantages tailored to the unique characteristics of enterprises. 

 

LITERATURE REVIEW 

Information leakage poses a significant challenge to corporate management, with substantial research 

conducted on its causes and underlying factors. Existing studies primarily focus on technical vulnerabilities 

and the increasing prevalence of cyberattacks as key risk factors. However, these discussions often remain 

generalized, offering limited empirical analysis of the specific impact that corporate attributes have on 

information leakage risks. This study seeks to address this research gap. 

The factors contributing to information leakage risks can be broadly categorized into technical, human, and 

organizational dimensions. Technical factors include the sophistication of cyberattacks and inherent 

vulnerabilities, such as zero-day exploits within corporate systems. The proliferation of cloud technologies and 

the Internet of Things (IoT) has further introduced new security challenges for enterprises. Human factors, on 

the other hand, encompass employee errors and internal misconduct, which often stem from a lack of security 
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education and low awareness within organizations. Organizational factors include the difficulties of managing 

security in decentralized structures and the increased risks associated with insufficient governance and resource 

constraints. 

These risk factors manifest differently depending on the size and internal structure of an enterprise. For 

instance, large corporations face challenges in applying consistent security standards due to their dispersed 

operations across multiple domestic and international locations. Conversely, small and medium-sized 

enterprises (SMEs) often struggle to implement even basic security measures due to limited human and 

financial resources. Addressing information leakage risks therefore requires flexible and tailored solutions that 

consider the specific attributes of the organization. 

This study aims to elucidate the role of corporate attributes in information leakage risks, expanding on the 

existing discourse concerning technical, human, and organizational factors. By doing so, it seeks to provide 

actionable insights that help companies mitigate risks while maintaining their competitive edge. Through this 

approach, the research contributes to both theoretical understanding and practical risk management strategies 

for information security. 

 

NUMBER OF AFFILIATED SITES AND INFORMATION LEAKAGE RISKS 

Information leakage risks in decentralized organizations have been a focal point of numerous studies. As the 

number of affiliated sites increases, the complexity of security management rises, potentially elevating the 

likelihood of information leakage. This section synthesizes findings from the literature to analyze the impact 

of affiliated site numbers on information leakage risks from technical, organizational, and cultural perspectives. 

Vallabhaneni et al. (2024) highlight how OWASP vulnerabilities in cloud environments significantly 

amplify security risks in decentralized systems. Their study emphasizes the challenges of standardizing 

security protocols in distributed environments and underscores the importance of ensuring data integrity during 

transfer and maintaining system coherence. In contrast, Patel (2024) discusses the effectiveness of 

implementing Secure Access Service Edge (SASE) architectures to address the expanding attack surface 

associated with an increased number of sites. While these studies underscore the importance of technical 

solutions for managing risks in decentralized organizations, they provide limited insights into applicability 

across industries and organizational scales. 

From an organizational perspective, Bade et al. (2024) examine sustainability practices within the 

pharmaceutical industry's decentralized supply chains. Their findings suggest that enhanced transparency and 

the implementation of consistent sustainability and security standards across sites can strengthen overall supply 

chain resilience and reduce operational vulnerabilities. Albert (2024) analyzes the impact of decentralized 

organizational structures on security management through the lenses of "activity allocation," "decision-making 

processes," and "legal entities," noting that higher site independence often correlates with an increased 

likelihood of security gaps. These studies emphasize the potential for increased site numbers to undermine 

cohesive management frameworks within organizations. 
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From a cultural standpoint, Riahi and Islam (2024) identify discrepancies in information security awareness 

(ISA) among organizations with diverse cultural backgrounds as a factor exacerbating inconsistencies in 

security standards in decentralized environments, ultimately heightening information leakage risks. 

Additionally, Neri et al. (2024), focusing on SMEs in the ICT sector, demonstrate how disparities in security 

awareness and capabilities across sites amplify information leakage risks, advocating for the importance of 

uniform security education. These findings highlight the critical role of human factors and cultural dimensions 

in decentralized organizations. 

Kävrestad et al. (2024) argue that enhancing cybersecurity awareness (CSA) mitigates information leakage 

risks in decentralized organizations, with support from top management being essential for unifying security 

standards. Similarly, Abrahams et al. (2024) comprehensively analyze the role of security culture, 

technological integration, and regulatory factors in managing risks in decentralized organizations. They 

suggest that the adoption of advanced technologies and the establishment of regulatory frameworks are key to 

mitigating risks associated with increasing site numbers. 

Through these studies, a multifaceted understanding of how the number of affiliated sites impacts 

information leakage risks in decentralized organizations emerges. Technical approaches such as SASE and 

cloud-based security solutions are shown to effectively mitigate risks. Organizational perspectives highlight 

the importance of transparency and consistent standards. However, integrated approaches addressing cultural 

factors and human risks remain underexplored. Future research clarifying the quantitative causal relationships 

between site numbers and information leakage risks will contribute to developing comprehensive security 

management models for decentralized organizations. 

 

SITE DENSITY AND INFORMATION LEAKAGE RISKS 

The impact of site density on information leakage risks has garnered significant attention in academic research. 

High-density environments are suggested to enhance resource management and consistency in security 

measures, thereby mitigating risks. Conversely, low-density environments, characterized by resource 

dispersion, pose challenges in management and may increase risk exposure. 

Jiang et al. (2020) analyzed privacy protection mechanisms in location-based services (LBS), 

demonstrating that encryption techniques and dummy location generation in high-density settings improve 

security efficiency through centralized resource management. Similarly, Saeidian et al. (2021), utilizing the 

concept of "Maximal Leakage," quantitatively demonstrated that high-density environments enhance the 

accuracy of predictive models, achieving a balance between privacy protection and security. However, these 

studies predominantly focus on technical aspects, with limited discussion of cultural and organizational factors. 

Karabaev and Saitkamolov (2024) highlighted the efficacy of unified frameworks based on Defense in 

Depth and Zero Trust Security in high-density environments, emphasizing their role in reducing site-to-site 

variations in security practices. Nonetheless, practical implementation strategies leveraging AI and automation 

remain underexplored. Ashley and Preiksaitis (2022) further suggested that efficient resource allocation in 
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high-density settings contributes to risk mitigation but identified gaps in the discussion of value creation as an 

area for future research. 

Focusing on SMEs, Alahmari and Duncan (2021) demonstrated the effectiveness of centralized resource 

management and emphasized the critical role of decision-maker support and employee collaboration in 

strengthening security culture. Ambreen et al. (2023) found that applying the NIST Cybersecurity Framework 

(CSF) improved the consistency of security measures in high-density environments while noting that resource 

dispersion in low-density settings complicates security management. 

From a technological perspective, Kiruthiga et al. (2021) proposed the integration of encryption techniques 

and intrusion detection systems (IDS) to enhance risk management efficiency in high-density environments. 

In contrast, Van Haastrecht et al. (2021) advocated for threat-based risk assessment models, highlighting the 

importance of data-driven decision-making in prioritizing security investments. However, these studies lack 

sufficient discussion of human and cultural factors, leaving practical implementation challenges unaddressed. 

The reviewed literature confirms the potential of high-density environments to reduce information leakage 

risks. Conversely, low-density settings face challenges associated with resource dispersion and management 

complexity, with research on specific impacts and solutions remaining insufficient. Additionally, there is a 

need for integrative approaches addressing non-technical factors such as cultural and human risks. Furthermore, 

empirical studies examining how security measures proposed for high-density environments can be adapted to 

different organizational scales and site configurations are necessary. Addressing these gaps is essential for 

developing comprehensive and flexible security frameworks that account for variations in site density. 

 

LEGACY SYSTEM DEPENDENCY AND INFORMATION LEAKAGE RISKS 

Established firms are often characterized by a higher reliance on legacy systems, a significant factor 

contributing to increased information leakage risks. Previous studies have focused on how technical debt and 

system complexity influence these risks. 

Pang and Tanriverdi (2022), using Routine Activity Theory (RAT), analyzed why the complexity of legacy 

systems makes them attractive targets for attackers. Their research revealed that older firms tend to accumulate 

valuable data over time, while outdated access management and intricate system architectures exacerbate 

security vulnerabilities. Similarly, George et al. (2022) highlighted how insufficient application of security 

patches, and a lack of network segmentation amplify risks unique to long-established organizations. 

One proposed solution to these challenges is the reduction of technical debt. Ponnusamy and Eswararaj 

(2023) advocated for phased modernization approaches such as rehosting, replatforming, and refactoring, 

which improve both security and operational efficiency while maintaining cost-effectiveness. Nawaz et al. 

(2024) further demonstrated that cloud migration and AI-driven threat detection can significantly mitigate 

information leakage risks, particularly by enhancing defenses against advanced attacks. 

The security challenges faced by older firms are not solely technical. Savin and Anysz (2021) noted that 

integrating outdated operational technology (OT) with modern IT introduces new vulnerabilities, particularly 
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against zero-day exploits and DDoS attacks. Aslan et al. (2023) emphasized the effectiveness of using cloud 

computing and machine learning for threat detection, especially in combating contemporary threats like 

malware infiltration and DDoS attacks. 

Moreover, a lack of security culture exacerbates information leakage risks. Adewusi et al. (2022) illustrated 

this by examining the interoperability issues of IoT devices in agricultural supply chains, emphasizing the 

importance of fostering security awareness and implementing education programs. Val et al. (2024) proposed 

the adoption of zero-trust architecture to address the absence of network segmentation, thereby strengthening 

organizational security frameworks. 

The reviewed literature underscores the role of technical debt, system complexity, and a deficient security 

culture in increasing information leakage risks in long-established firms. However, there remains a lack of 

quantitative research that clearly defines the extent to which these factors contribute to risk. Additionally, 

further empirical studies are needed to validate the implementation processes of proposed modernization 

strategies and cultural reforms. Such insights are essential for developing effective measures tailored to the 

unique challenges faced by older organizations. 

 

EMPLOYEE-LEVEL LEAKAGE FREQUENCY AND INFORMATION LEAKAGE RISKS 

The frequency of information leakage incidents per employee is a critical indicator reflecting an organization’s 

security awareness and level of training. Higher leakage frequency at the employee level is associated with 

increased information leakage risks, emphasizing the need to understand how human errors and insider threats 

impact an organization’s overall security posture. 

Dash and Ansari (2022) empirically demonstrated that Security Education Training and Awareness (SETA) 

programs are effective in mitigating information leakage risks. Their study identified "low-security awareness 

among employees" as the primary factor contributing to heightened risks, linking insufficient training to higher 

leakage frequencies per employee. Similarly, Ansari et al. (2022) highlighted that AI-powered security 

awareness training enhances employees' threat recognition capabilities, particularly against phishing attacks. 

These findings suggest that the format and technological integration of training programs play a pivotal role 

in influencing employee behavior. 

Hughes-Lartey et al. (2021), through statistical analysis of data breach incidents, confirmed the direct 

impact of employee actions on risk. Their study identified unauthorized access and improper information 

disclosure as significant contributors to leakage risks, exacerbated by the lack of adequate security training. 

Additionally, Rao Faizan Ali et al. (2021) examined the relationship between adherence to information security 

policies and organizational culture, revealing that poor governance and insufficient training significantly 

undermine compliance rates. 

The influence of human factors on security risks has also been discussed by Zwilling et al. (2020), who 

demonstrated that targeted education for employees with low self-efficacy can effectively reduce information 

leakage risks. Their study provided concrete evidence that security awareness programs improve employee 
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behavior and mitigate risks. On the other hand, Georgiadou et al. (2022) argued that the lack of training in 

remote work environments increases leakage frequency at the employee level, emphasizing the challenges of 

implementing security guidelines in such settings. 

In Lee (2021) identified human factors as the greatest challenge in cybersecurity risk management, noting 

that employee negligence increases the success rates of attacks. Georgiadou et al. (2021) further highlighted 

the practical application of the MITRE ATT&CK framework in evaluating security culture and designing 

effective training programs, demonstrating the direct link between education and cultural improvements. 

The reviewed literature underscores the importance of employee-level leakage frequency as a key metric for 

assessing information leakage risks. However, there is limited quantitative research on how this metric impacts 

an organization's overall risk. Furthermore, the specific effects of training programs and governance on 

employee behavior require further investigation. Addressing these gaps will facilitate the development of risk 

assessment frameworks that incorporate employee-level indicators, broadening their practical application. 

Through this literature review, significant insights were gained regarding the impact of affiliated site 

numbers, site density, company age, and employee-level leakage frequency on information leakage risks. 

Nonetheless, the role of these corporate attributes in risk evaluation has been underexplored. Factors such as 

affiliated site numbers and site density have been discussed only superficially. Moreover, quantitative 

empirical studies that clarify the causal relationship between these attributes and information leakage risks 

remain scarce. 

This study aims to quantitatively analyze the impact of corporate attributes on information leakage risks 

among Japanese firms, addressing overlooked elements in existing research. The hypotheses of this study are 

intended to contribute both practically, by improving risk management, and academically, by providing novel 

insights into the relationship between corporate attributes and information leakage risks. By doing so, this 

research seeks to enhance the comprehensive understanding of information leakage risks and lay the 

groundwork for more effective risk management strategies. 

 

HYPOTHESES 

This study aims to empirically examine the impact of corporate attributes on information leakage risks, 

establishing the following four hypotheses. These hypotheses adopt a multifaceted approach by analyzing 

organizational, operational, historical, and human aspects of information leakage risks, providing a framework 

for comprehensively understanding the risk factors faced by companies. 

 

HYPOTHESES 1 

The greater the number of affiliated sites a company has, the higher its information leakage risks. An 

increase in affiliated sites is likely to decentralize information management, making the consistent application 

of unified security standards more challenging. Additionally, the frequency of data transfers between sites 
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increases, which may elevate the risk of data breaches. Testing this hypothesis will clarify the challenges of 

information management in decentralized organizations and propose measures for risk mitigation. 

HYPOTHESES 2 

Companies with higher site density are likely to experience lower information leakage risks. Higher site 

density can facilitate efficient resource allocation and create an environment where security measures are more 

effectively implemented. Furthermore, higher density strengthens employee collaboration, potentially 

enhancing governance in information management. This hypothesis seeks to elucidate how the efficiency of 

site configuration affects information leakage risks. 

HYPOTHESES 3 

Companies with a higher leakage rate based on the length of establishment are more likely to face increased 

information leakage risks. Older companies often depend on legacy systems and outdated information 

management processes, which can lead to vulnerabilities in their security framework. By examining this 

hypothesis, the study aims to reveal how a company’s historical background influences information leakage 

risks and provides insights into improving legacy systems. 

HYPOTHESES 4 

Companies with a higher frequency of information leakage incidents per employee are likely to experience 

increased information leakage risks. A high frequency suggests deficiencies in security education or internal 

governance. Employee errors or insider threats may constitute primary causes of information leakage, making 

this metric a critical component in risk evaluation. This hypothesis will investigate the impact of human factors 

on information leakage risks and highlight the importance of improving education and governance. 

 

METHODOLOGY  

In this study, the corporate information database of Tokyo Shoko Research (TSR) was used as the population, 

encompassing over 850,000 companies with valid corporate information as of 2023. Given the impracticality 

of analyzing all companies, a random sampling method was employed to extract a manageable subset. 

Specifically, a Python-based random number generation script was utilized to randomly select 399 companies 

from the database. 

The sample size of 399 was determined to be statistically valid, as it meets the theoretical value of 

approximately 384 companies required for a 95% confidence level with a 5% margin of error. Considering the 

study's analytical objectives and practical constraints, 399 companies were finalized as the sample size. 

Employee email address breach data was collected from publicly available internet sources using SHODAN 

(Sentient Hyper-Optimized Data Access Network). SHODAN, a tool capable of searching for information on 

internet-connected devices and services, was deemed appropriate for this study due to its comprehensive data 

collection capabilities. Specifically, SHODAN's API was utilized with keywords such as "email" and 

"company" to identify the number of breaches associated with each company. 
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 Email address breach incidents (dependent variable): The primary indicator of the scale of data 

breaches. 

 Number of related locations (independent variable 1): The number of locations a company owns, 

extracted from TSR's data. 

 Location density (independent variable 2): The ratio of the number of locations to the number of 

employees. For example, a company with 10 locations and 100 employees would have a value of 0.1. 

 Breach rate based on years of establishment (independent variable 3): The breach rate based on 

the company's years of establishment. 

 Leak frequency per employee (independent variable 4): The number of breach incidents divided 

by the number of employees. 

In the analysis, simple linear regression was first used to assess the individual effects of each independent 

variable on the number of email address breaches. However, due to the complexity of the relationships, 

multiple regression analysis was adopted to account for interactions between variables and perform 

multivariate analysis. To address potential multicollinearity, the Variance Inflation Factor (VIF) was calculated. 

Since all VIF values were below 10, multicollinearity was not deemed to be an issue. The results of these 

analyses provide foundational data for evaluating the impact of corporate characteristics on information 

leakage risks, with specific relationships discussed in the following chapter. 

 

RESULTS  

In this study, descriptive statistics were conducted to understand the overall characteristics of the data and to 

identify the corporate characteristics influencing information leakage risks in Japanese companies (Table 1). 

This analysis revealed the basic trends and distribution characteristics of both the independent and dependent 

variables. 

 
Table 1. Descriptive Statistics 

Variable Observation

s 

Mean Std. Dev. Min 0.25 0.50 0.75 Max 

Email address  

breach incidents 

399 39.54 79.37 0.00 4.00 15.00 43.00 1000.00 

Number of  

related locations 

399 7.86 15.60 1.00 2.00 5.00 8.00 130.00 

Location density 399 0.13 0.36 0.00 0.02 0.05 0.12 5.00 

Breach rate based on 

 years of establishment 

399 0.85 1.78 0.00 0.09 0.34 0.96 26.32 

Leak frequency 

 per employee 

399 0.33 0.52 0.00 0.05 0.16 0.41 4.87 

 

Next, multiple regression analysis was conducted to identify the factors influencing information leakage 

risks in Japanese companies. The results show that the model has a high goodness of fit and that several 

explanatory variables have a significant impact on information leakage risks (Table 2). 
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Table 2. Results of Multiple Regression Analysis 

Indicator Value 

R-squared 0.850 

Adjusted R-squared 0.849 

F-statistic 558.4 

Prob (F-statistic) 7.61E-161* 

Durbin-Watson 1.540 

 

The regression results indicate that the model's R-squared value is 0.850, meaning that approximately 

85.0% of the variance in email address breach incidents is explained by the model. This suggests that the 

independent variables—number of related locations, location density, breach rate based on years of 

establishment, and leak frequency per employee—are highly explanatory of email address breach incidents. 

Furthermore, the adjusted R-squared value is 0.849, which closely matches the R-squared value, confirming 

that the model does not include excessive explanatory variables, and the overall fit is good. 

The F-statistic for evaluating the overall significance of the model is 558.4, with a corresponding p-value 

of 7.61E-161, which is very small. This result strongly supports the significance of the model and confirms 

that at least one independent variable significantly affects email address breach incidents. Additionally, the 

Durbin-Watson statistic is 1.540, indicating potential weak autocorrelation in the residuals. The results should 

be interpreted with this consideration of autocorrelation. The regression coefficients for each independent 

variable are presented in Table 3. 

 

Table 3. Detailed Regression Coefficients 

Variable Coefficient Standard 

Error 

t-value p-value 95% CI 

[0.025] 

95% CI 

[0.975] 

Number of 

Related 

locations 

0.3472 0.131 2.644 0.009* 0.089 0.605 

Location density -16.3381 5.684 -2.874 0.004* -27.513 -5.164 

Breach rate 

 based on years 

 of 

establishment 

37.9378 1.048 36.212 <0.001*** 35.878 39.997 

Leak frequency 

 per employee 

16.2896 3.554 4.583 <0.001*** 9.302 23.277 

 

1. Number of related locations: Expansion of management scope increases risk 

The regression coefficient for the number of related locations is 0.3472, which is statistically significant 

(p = 0.009). This result indicates that for each additional location, the number of email address breaches 

increases by approximately 0.35 incidents. A higher number of locations leads to a broader data 

management scope and makes it more challenging to maintain control, thereby increasing the risk of 
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leakage. This finding suggests the importance of developing unified security policies across multiple 

locations and standardizing data protection methods between sites. 

2. Location density: Higher density reduces leakage incidents 

The regression coefficient for location density is -16.3381, which is statistically significant (p = 0.004). 

This result shows that as the number of locations per employee increases, the number of email address 

breaches decreases by an average of 16.34 incidents. A higher location density facilitates more efficient 

monitoring and management, making it easier to implement centralized security measures. This finding 

supports the view that efficient location placement and resource allocation contribute to reducing 

information leakage risks. 

3. Breach rate based on years of establishment: Vulnerabilities of legacy systems 

The regression coefficient for the breach rate based on years of establishment is 37.9378, indicating a 

very high statistical significance (p < 0.001). This result suggests that for each unit increase in the 

breach rate based on years of establishment, the number of email address breaches increases by 

approximately 37.94 incidents. Particularly for older companies, the use of legacy systems or a lack of 

regular updates may introduce security vulnerabilities. This finding implies that older companies need 

to adopt the latest technologies and security measures and modernize their systems to mitigate risks. 

4. Leak frequency per employee: Challenges in education and management 

The regression coefficient for leak frequency per employee is 16.2896, which is highly statistically 

significant (p < 0.001). This result indicates that for each unit increase in the leak frequency per 

employee, the number of email address breaches increases by approximately 16.29 incidents. A lack of 

security awareness among employees can lead to higher internal risks. This finding highlights the 

importance of implementing security education programs for employees and tightening access 

management. 

Additionally, a residual plot (Figure 1) was created to visually assess the goodness of fit and the validity of 

the model's assumptions. The horizontal axis represents the predicted values, while the vertical axis represents 

the residuals (the difference between observed and predicted values). It was confirmed that the residuals are 

randomly scattered around zero. 
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Figure 1. Residual Plot (Residuals vs. Predicted Values) 

 

Figure 1 is a residual plot created to evaluate the goodness of fit and the validity of assumptions for the 

regression model. The plot shows the residuals against the predicted values, with the residuals randomly 

scattered around zero, confirming that there are no significant biases or nonlinearity in the model. Moreover, 

the plot shows no specific patterns or biases, supporting the assumption of homoscedasticity. The absence of 

outliers or influential data points further indicate that the model's estimates are reliable. This result suggests 

that the independent variables effectively explain the impact on email address breach incidents. 

 

DISCUSSION 

This study empirically analyzed the impact of corporate characteristics on information leakage risks in 

Japanese companies. The results reveal that corporate characteristics such as the number of related locations, 

location density, breach rate based on years of establishment, and leak frequency per employee influence 

information leakage risks through different mechanisms. These findings systematically demonstrate how 

specific corporate characteristics contribute to the increase or decrease of information leakage risks. 

In Hypothesis 1, it was shown that an increase in the number of related locations amplifies information 

leakage risks. Specifically, when it is difficult to maintain standardized security standards across locations, 

decentralized management becomes a factor that creates security holes. Lehto & Limnéll (2021) point out that 

decentralized management hinders effective risk response, highlighting the need for unified security 

management. Additionally, Fadziso et al. (2023) demonstrate that the increase in supply chain attacks poses 

the risk of security incidents at one location spreading to other locations. The results of this study align with 

these previous findings and reinforce the argument that an increase in the number of related locations is a 
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primary factor amplifying information leakage risks. Furthermore, the introduction of unified security policies 

and the Zero Trust model is suggested as an effective strategy to mitigate this issue. 

In Hypothesis 2, it was confirmed that higher location density helps reduce information leakage risks. In 

environments with high location density, resource centralization and efficient allocation enhance security 

governance. Anwar & Abdullah (2021) show that resource efficiency promotes rapid decision-making and 

improved governance, which supports the findings of this study. Mughal (2022) also demonstrates that 

centralized security architectures preserve policy consistency and play a key role in reducing security holes. 

This study clearly illustrates that higher location density contributes to the reduction of information leakage 

risks, emphasizing the importance of efficient resource allocation and management systems. 

In Hypothesis 3, it was found that companies with a longer establishment period tend to have higher 

information leakage risks. The main cause of this risk lies in reliance on legacy systems and outdated 

information management processes. Solms & Niekerk (2013) point out that static security models cannot 

address the latest threats, emphasizing the need for dynamic and adaptive frameworks. Schatz et al. (2017) 

argue that the historical structures of long-established companies lead to a lack of consistency in security 

management, which increases risks. The results of this study specifically demonstrate the amplification 

mechanism of information leakage risks in long-established companies and stress the necessity of 

implementing dynamic risk management systems. 

In Hypothesis 4, it was confirmed that companies with a higher leak frequency per employee experience 

amplified risks due to human factors. Bulgurcu et al. (2010) show that information security awareness (ISA) 

promotes policy compliance and contributes to risk mitigation, supporting the importance of employee training. 

Alahmari & Duncan (2020) highlight that the absence of education programs leads to operational errors and 

internal fraud, which amplify information leakage risks. The results of this study indicate that, in addition to 

technical measures, fostering a security-conscious culture across the organization is essential. 

Overall, this study clarifies the mechanisms behind information leakage risks based on corporate 

characteristics and presents concrete strategies for risk reduction. Unified security management, resource 

optimization, dynamic risk management systems, and enhanced employee education are elements that, when 

combined, contribute to information leakage risk management. The findings of this study provide a theoretical 

foundation while offering practical guidance for addressing challenges in this area. 

 

CONCLUSION 

This study empirically analyzed the impact of corporate characteristics on information leakage risks in 

Japanese companies, highlighting the intersection between management strategy and information security. The 

analysis revealed that for companies with a higher number of related locations, the complexity of information 

management increases, thereby amplifying the risk. Conversely, companies with a higher location density 

benefit from efficient resource allocation and enhanced governance, which reduce risk. Additionally, for 

companies with a longer establishment period, system aging may increase risk, while mature management 
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systems may contribute to risk mitigation. Furthermore, companies with a higher leak frequency per employee 

underscore the importance of internal controls and employee education. These findings provide a critical 

foundation for developing a framework for information leakage risk management that takes corporate 

characteristics into account. 

This study has several limitations. It focuses on Japanese companies and does not consider factors such as 

organizational culture and leadership. Moreover, the applicability of the findings to companies in other regions 

or industries has not been tested. Future research should address these gaps by conducting comparative 

analyses across industries and incorporating a comprehensive approach that includes organizational culture to 

further clarify the mechanisms of information leakage risk. 

This research contributes to the academic field by complementing previous information security studies, 

which often focused on technical approaches or industry-wide trends, with a systematic investigation of how 

corporate characteristics affect information leakage risk. Notably, this study quantitatively examined 

characteristics such as the number of related locations, location density, breach rate based on years of 

establishment, and leak frequency per employee, clarifying the mechanisms of their interactions and impacts 

on risk. Additionally, by proposing a framework for risk management that considers corporate characteristics, 

this study offers a practical foundation for improving practices within the information security domain. It 

presents a roadmap for companies to reduce information leakage risks, strengthen competitiveness, and 

achieve sustainable growth. 

The outcomes of this study contribute not only to the academic advancement of information security but 

also provide practical guidelines that can be utilized in practice. These insights are beneficial for enhancing 

the sustainable growth and international competitiveness of Japanese companies. 
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